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Ethical reflection on data privacy protection in non-invasive brain-computer interfaces
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[Abstract] Objective Establishing an ethical framework to promote the secure, privacy-preserving and regulation-compliant de-
velopment of non-invasive brain computer interface (BCI) technology. Methods Analyzing neural data security risks in data acquisi-
tion, data processing and the application and exploring the ethical challenges in data privacy protection of non-invasive BCI. Results It
was necessary to establish a framework that integrates technical standards, legal constraints, and ethical governance to protect neural
data privacy in non-invasive BCI. Conclusions Data privacy protection should integrate technical methods, a legal framework that clari-
fies the rights and responsibilities of all parties, and an ethical guidance that balances technology development with human rights to a-

chieve comprehensive risk prevention covering all stages from data collection to application.
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